@ conversica

Setting Up SFTP and Creating
SSH Keys

This document will walk you through the process of creating public and private key pairs. To Navigate to operating
system specific instructions for creating SSH keys, please click one of the links below.

e Creating SSH keys in Windows
o (Creating SSH Keys on a Mac

Creating SSH keys in Windows
1. Download and run PUTTYGEN. PUTTYGEN is included with WinSCP, but if you’re not using WinSCP, you can

download a standalone version.
a. Torun PuTTYGEN from WinSCP, click the Tools dropdown box and select Run PuTTYgen.

& Login - b4
Session
Hle protoood:
SFTP -
Host name; Port numbser;
| 2%
User name; Password:
Savie - Advanced... |v
Toals - Manage - Login - Clase Help
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2. Select RSA.
g PuTTY Key Generator ? >
File Key Conversicns Help
Key
Mo key.
Actions
Generate a public/private key pair | Generate |
Load an existing private key file | Load |

Save the generated key Save public key Save private key
Parameters /

pe-errEy to generate:
(@ RSA (_JDSA (_JECDSA (_JED25519 (_J55H-1 (RSA)
Mumber of bits in a generated key:
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3. Click the Generate button.

F PuTTY Key Generator

File Key Conversions

Key
Mo key.

Actions

Help

(Generate a public/private key pair

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:

(@ RSA ()DSA
Mumber of bits in @ generated key:

Generate

Load

Save public key

Save private key

(C)S5H-1(RSA)
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4. Move your mouse pointer around in the blank area of the Key section, until the progress bar is full.
E PuTTY Key Generator ? >
File Key Conversicns Help

Key

Please generate some randomness by moving the mouse over the blank arsa.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

RSA DSA ECDSA ED25519 S5H-1 (RSA)
Mumber of bits in a generated key: 2048
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5. Once the progress bar fills, the key is generated and displayed.

g PuTTY Key Generator ? >
File Key Conversicns Help
Key
Public key for pasting into OpenS5H authorzed_keys file:
ashza ~

AAAABINzAC lyc 2EAAAABJQAAAG EALVNIC S2GAJZCOHUXTAEUQezwVaXBH3dyd
alDeFY80r8mMlbnacPallognjWiGgoAfoFmRiuy D Prib /AquuthweGow SqnC U2y D
MGE6k H4a2PVOwF\Gh HigXXBkaa By EIQd44+FHpwiu YwotGHe K38u XN KnDRSE4P
W2GICNIhguAnw INyIQ " VdEzpky Uv RKn T6uvzoht Jkd /A 872 X zj TAJgfCn X Tw I4FW v

Key fingerprint : |ssh-rsa 2048 45:2ba%feaV & cdd 1 2% a3 F:86:8717c0 |
Key comment: Irsakey-20180711 |
Key passphrase: | |

Corfim passphrase: |

Actions

Generate a public/private key pair | Generate |
Load an existing private key file | Load |
Save the generated key | Save public key | | Save private key |
Parameters

Type of key to generate:
(® RSA (IDSA (CJECDSA (JED25519 (CI55H-1 (RSA)

Mumber of bits in a generated key:
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6. You can enter a password into the Key Passphrase and Confirm Passphrase boxes for added security but it
is not required. You will have to enter this password whenever you log into the SFTP server.

g PuTTY Key Generator ? >
File Key Conversicns Help
Key
Public key for pasting into Open5S5H authonzed_keys file:
ssh{sa e

AAAABINzaC Tyc ZEAAAABJOAAAD EALVNIC S2GIQZCOHUXTQEUQezwa X BH 3dyd
aDeFr30r8mMibnacPaUogni\WGgo AfoFm Riuy Of Prb/ AquubtkwoGow SqnC U2y D
MG 6k H4a2PYOw F\VlGh Hig X xBlkaa Sy ENIGd44+ FHpwlu Ywot GHe K38u XN Kn DRSE4P
W2GECNOhguAnw INyIQ YVdEzp Ky Uv REn Teuvzoht Jkd /87 XzjJ VA Jig FCn X TwI4W

Key fingermprint: |ssh-rsa 2048 45:2b-a%fea V¥ c2:dd 1 2% a3 . 86:87:17c |
Key comment: |Test Ky |
Key passphrase: |------- |

Confirm passphrase: |-------

Actions

Generate a public/private key pair | Generate |
Load an existing private key file | Load |
Save the generated key | Save public key | | Save private key |
Parameters

Type of key to generate:
(@ RSA (_IDSA (_)ECDSA (_JED25519 (C)55H-1 (RSA)

Mumber of bits in a generated key:
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7. Click the Save public key button and name your file. You can use any name you want, but you will want to
use a descriptive name like “Conversica Public Key.”

E PuTTY Key Generator ? >
File Key Conversiocns Help
Key
Public key for pasting into OpenS5H authaorzed_keys file:
ssh1sa ~

AAAABINzAC Tye ZEAAAABJOAAAD EALVNIC S2GIQJZCOHUXTAEUGezw\a X BH 3dyd
aDeFr30r8mMibn facPa UognWGgo AfoFm Riuy Of Prib A AquubtkweGow SqnC U2 khy D
MG 6k H4aBPVOwPkiGh HigxxEkaa By ENGd44+FHpwluYwotGHe K38uJ XNKnDRSE4P
W2GECNOhguAnw 3Ny YWdEzp Ky Uv BEn Teuvzoht Jkd /872 X zjd TAJig fCn X TwI4FW

Key fingerprint : |55h-rsa 2048 45 2ha%fea 7 H cddd 1 2% a3 F:86:8717c0 |
Key comment: |Test Key |
Key passphrase: |-uuu |

Carnfirm passphrase: | sessnes

Actions

Generate a public/private key pair | Generate |

Load an existing private key file Load |

Save the generated key I Save public key || Save private key |

Parameters

Type of key to generate:
@ RSA (_JDSA (_JECDSA () ED25519 () 85H-1 (RSA)

Mumber of bits in a generated key:

8. Click the Save private key button and choose a file name. Make sure this private key is stored somewhere
safe and it will not get lost. If something happens to this file, it will result in loss of access until a new public
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and private key pair can be made and the Conversica system can be reconfigured for the new credentials.

E PuTTY Key Generator ? >
File Key Conversicns Help
Key
Public key for pasting into Open55H authorzed_keys file:
ash+za F

AAAABINzAC Tyc 2EAAAABJOAAAG EALVNIC S2GFAJZCOHUXTAEUQezwVaXBH3dyd
aleFY80r8mMlbnLacPallognWiGgoAfoFmRiuy D Prib /AquutlkweGow SqnC U2y D
MG6k Hda3PVOwF\WGh HigxXGkaa By ENQd44+FHpwlu YwotGHe K3Bu XN KnDRSE4P
W2GCNOhguAnw INYIS YWdEzp Ky Uv RKnTEuvzoht Jkd A 372 Xzj TANgHCn X Tw 340W w

Key fingerprint: |ssh-rsa 2048 45:2b.a5%fea V.8 cd:dd:12:% a3 F.86:87:17.c0 |
Key comment: |Test Key |
Key passphrase: |-u““ |

Confirm passphrase: | sennnns

Actions

Generate a public/private key pair | Generate |

Load an existing private key file Load |

Save the generated key I Save public key || Save private key |

Parameters

Type of key to generate:
@ RSA (JDSA (JECDSA (_JED25515 () 55H-1 (RSA)

Mumber of bits in a generated key:
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9. Right-click in the text field labeled Public key for pasting into OpenSSH authorized_keys file and choose

Select All.
@ PuTTY Key Generator ? X
File Key Conversicns Help
Key
Public key for pasting into OpenS5H authonzed _keys file:
ash+=a F
B3NzaClyc2E? e
aDeFY80rBmMbnZacPal Undo <hyD
MG6Ek H4a8PYVOwFWkiGhE SE4P
W2GCNDhguAnw INyQY Cut MW W
Key fingemprint: E Copy =0
e —— E Paste
Key passphrase: E —
Caorfirn passphrase: E Select All
Actions Right to left Reading order
Generate a public/private | Show Unicode control characters Lte
Inzert Unicode control character >
Load an existing private ke, ... I —
Save the generated key | Save public key | | Save private key |
Parameters
Type of key to generate:
@ RSA ) DSA () ECDSA () ED25519 () 55H-1 (RSA)
Mumber of bits in a generated key:
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10. Right-click again once the text is highlighted in the same text field and choose Copy.

E PuTTY Key Generator
File Key Conversicns Help

Key

? Pt

Public key for pasting into Open55H authorized_keys file:

Generate a public/private key pair

Mumber of bits in a generated key:

INzaC lyc 2 EAAAABIG ARG Dt
iMbnZacPalognWGgo Undo
Hda8PVOw Pk GhHig*x6kaa:
GrC M Ohgu Anw IM 3 Vd Ezp Ky L Cut

Key fingerprint: sshrsa 2048 4 Copy
Key comment: |Test Key Paste
Key passphrase: |lul|lll-|lnln Delete
Corfirn passphrase: |"""- Select All
Actions Right to left Reading order

Show Unicade control characters

i >
Load an existing private key file Inzert Unicode contrn:l character |
Save the generated key | Save public key | | Save private key |
Parameters
Type of key to generate:
@ RSA (I DSA (JECDSA (JED25519 () 55H-1 (RSA)

11. Send the copied value to your TAM. The key should all be on one line and begin with "ssh-rsa AAAA ....”

© 2018 Conversica, Inc.

CONFIDENTIAL



S
@ conversica

Creating SSH Keys on a Mac

1. Select Launchpad and type “terminal” and then click on the terminal icon.

TeOPN s BEROEROOAT WU
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2. Type “ssh-keygen -t rsa” without the quotes.

0@ i) conversica — ssh-keygen -t rsa — 80x24
Last login: Sat Dec 31 18:52:48 on console
:~ conversica$ ssh-keygen -t rsa

Generating public/private rsa key pair.
Enter file in which to save the key (/Users/conversica/.ssh/id_rsa): |

© 2018 Conversica, Inc. CONFIDENTIAL
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3. You will be prompted for a location to save the key files. If you just press Enter it will save in the default
location. The rest of these instructions are written as though you saved to the default location.

|
[ NN ) ' conversica — ssh-keygen -t rsa — 80x24

Last login: Sat Dec 31 18:52:48 on console
m- conversica$ ssh-keygen —t rss
enerating public/private rsa key pair.

Enter file in which to save the key (/Users/conversica/.ssh/id_rsa):
Created directory '/Users/conversica/.ssh'.
Enter passphrase (empty for no passphrase): []

|-
4. You will be prompted for a passphrase. You can enter one or leave it empty. If you enter a password, you

will need to enter it twice and the passphrase will need to be entered every time you log into the SFTP
directory.

© 2018 Conversica, Inc.
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5. Terminal will display a message giving the location of the new files and it will provide a key fingerprint and
random art. You do not need the fingerprint or random art.

o0 e 7 conversica — -bash — 80x24

qw conversica$ ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/Users/conversica/.ssh/id_rsa):
Created directory '/Users/conversica/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /Users/conversica/.ssh/id_rsa.
Your public key has been saved in /Users/conversica/.ssh/id_rsa.pub.
The key fingerprint is:
SHA256:hCVV1xniUCYocsBYCVScB7f/iK6BPK4GgUYdxPhsg+E conversica@BrianKs-MacBook-Ai
r.local

The key's randomart image is:

+———[RSA 284B)]-——+

| o*XB+. .0=0= 0+

| . 4+=+.0+ = 00

|+ =0.0. . .

|oE = ..

I
I
I
I
[owe v 5 |
I
I
I
I

o . . 0
| .
[oen 0

+
s ana

+———[ SHA256 ) ————+
:~ conversica$ J}

6. Press Command + Shift + G and enter the location that terminal says the file was stored to go to the
location where the key file was saved.

0@ 2 conversica |
@ airbrop Name | Size  Kind
EI All My Files » B Go to the folder: B Folder

» B | jusers/conversica/.ssh ﬂ Folder
< iCloud Drive g '
- Folder
#; Applications  » Cancel —~  Folder
5 Desktop » | == Folder
b [ petures JUTTE, ZUTE, TETEE P —  Folder
[ Documents » [ public Jun 18, 2018, 12:28 PM —  Folder
0 Downloads

Devices
Remote Disc

Shared
@ Al

Tags
@ Red
) Orange
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7. Copy the .pub file to an email and send it to your TAM.

You are now ready to log into your directory. Please contact your TAM for the next steps.
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